
Mobisec                                                                           Nullcon@Goa                                                                             10 Sep 2022

Building Security Applications on Smart Cards

Dr. Rajesh Kumar Pal

Welcome to the workshop



About the speaker
•  Education


•  Ph.D., IIT Delhi

•  M.S. Cyber Security, Masaryk University, Czech Republic

•  M.Tech. Computer Science, IIT Kharagpur

•  Executive MBA, IIM Indore

•  B.E. Computer Science, SGGS Nanded


•  Work experience

•  Founder and Director at Mobisec Technologies Pvt. Ltd. (https://mobisec.in)

•  Director IAF-CERT (Certificate of Excellence from PM for Remote Audit Tool running at 65K+ nodes in IAF)

•  22 years of experience in IT and cyber security (Secure File System, Authenticated Encryption 
Algorithms)

•  Prize winner at Idea Stage in the first Cyber Security Grand Challenge

•  Teaching 1.5 credit course @ IIT Delhi Aug-Nov 22 & building Security Products

•  Publications @ https://scholar.google.co.in/citations?user=yYow2v0AAAAJ&hl=en
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Content
•  Smart Card Basics


•  Fundamentals for developing app on Java Card


•  How to Build, Burn & Run apps on Java Card


•  Walk-through to the participants


•  Conclusion



Smart Card Basics



Smart Cards
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Fundamentals for developing app 
on Java Card
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Constrained Environment
•  Memory constraints


•  Processing speed constraints 


•  Only byte & char


•  No multidimension arrays


•  No structure



AEGIS: Authenticated Encryption



How to Build, Burn & Run Apps      
on Java Card



Development Tools
•  JDK 1.8 and Netbeans 15: Dev environment and JDK


•  Java Card Development Kit 2.2.2: Java Card Dev Kit/ libraries/ api


•  Apache-ant 1.10: Build .cap files


•  Global Platform Pro: Burn app on smart Card


•  PCSC lite: Communication drivers at host for communicating with 
smart Card



Playing with Java Card 
Walk-through to the participants
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