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Which	
  of	
  These	
  Have	
  Been	
  Used	
  in	
  a	
  Cyber	
  A8ack?	
  

Trash Can Smart TV Baby Monitor 
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Challenges	
  &	
  Opportuni2es	
  in	
  Security	
  –	
  The	
  BIG	
  PICTURE	
  

Security	
  Threat	
  Landscape	
  
A	
  Fundamental	
  ShiD…	
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Cyber	
  Crime	
  
Cyber	
  Espionage	
  

Cyber	
  Warfare	
  

Hacking	
  



42%	
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Targeted	
  A8acks	
  Up	
   IdenLLes	
  Exposed	
  	
  
In	
  Past	
  Year	
  

93M	
  

Websites	
  with	
  
Unpatched	
  

VulnerabiliLes	
  

53%	
  
According	
  to	
  the	
  
Symantec	
  ISTR	
  

24%	
  are	
  CriLcal	
  
VulnerabiliLes	
  

More	
  than	
  the	
  EnLre	
  
PopulaLon	
  of	
  
Germany	
  

Surge	
  in	
  Targeted	
  A8acks	
  and	
  APTs	
  



•   

•   

CriLcal	
  infrastructure	
  under	
  threat	
  

2010:	
  Disrup2on	
  of	
  the	
  Iranian	
  nuclear	
  program	
  believed	
  to	
  be	
  a	
  
uranium	
  enrichment	
  facility	
  by	
  the	
  Stuxnet	
  worm.	
  

2000:	
  Gazprom,	
  the	
  largest	
  extractor	
  of	
  natural	
  gas	
  was	
  
successfully	
  aJacked	
  using	
  a	
  Trojan	
  to	
  gain	
  access	
  to	
  the	
  control	
  
for	
  the	
  gas	
  pipelines.	
  

2003:	
  A	
  marine	
  terminal	
  in	
  Venezuela	
  was	
  targeted	
  by	
  a	
  sabotage	
  
aJack	
  	
  through	
  access	
  to	
  the	
  SCADA	
  network	
  of	
  the	
  oil	
  tanker	
  
loading	
  machinery	
  and	
  overwri2ng	
  the	
  programmable	
  logic	
  
controllers	
  (PLCs)	
  with	
  an	
  empty	
  program	
  module.	
  

2013:	
  Part	
  of	
  the	
  Austrian	
  and	
  German	
  power	
  grid	
  nearly	
  broke	
  
down	
  aRer	
  a	
  control	
  command	
  was	
  accidentally	
  misdirected.	
  

Duqu	
  

Stuxnet	
  

Hidden	
  Lynx	
  

Flame	
  

Zero	
  Access	
  

Elderwood	
  
Project	
  



Data	
  Center:	
  The	
  Real	
  Target	
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“	
  ….	
  More	
  oRen	
  endpoints	
  /	
  
user	
  devices	
  simply	
  provide	
  
an	
  ini2al	
  “foothold”	
  into	
  the	
  
organiza2on,	
  from	
  which	
  the	
  
intruder	
  stages	
  the	
  rest	
  of	
  

their	
  aJack.”	
  stolen	
  data	
  is	
  from	
  
servers	
  

97%	
  



What	
  Makes	
  Cyber	
  Criminals	
  	
  
So	
  Successful?	
  

	
  Informa2on	
  
	
  Sharing	
  

	
  Technology	
  
Adop2on	
  

	
  Well	
  
Funded	
  



SpecializaLon	
  of	
  Skill	
  In	
  The	
  A8ack	
  Chain	
  

Reconnaissance:	
  	
  	
  	
  	
  Know	
  your	
  Targets	
  

Incursion:	
  	
  	
  	
  	
  	
  Gain	
  Access	
  

Discovery:	
  	
  	
  	
  	
  Create	
  a	
  Map	
  to	
  the	
  Asset	
  

Capture:	
  	
  	
  	
  	
  Take	
  Control	
  of	
  the	
  Asset	
  

ExfiltraLon:	
  	
  	
  	
  	
  Steal	
  or	
  Destroy	
  Asset	
  



The	
  Digital	
  Industrial	
  Economy	
  

DigitalizaLon	
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Expanding	
  boundaries	
  create	
  risk	
  everywhere	
  

Cloud	
  

Hackers	
  

Authen2ca2on	
  	
  
&	
  Encryp2on	
  

Virtualiza2on	
  

Cyber	
  	
  	
  
Threats	
  

Compliance	
  	
  

Remote	
  Offices/	
  
Workers	
  	
  

Mobile	
  Devices	
  	
  	
  

Malicious	
  &	
  	
  
Well-­‐meaning	
  	
  

Users	
  	
  	
  

Social	
  Media	
  

Advanced	
  Persistent	
  
AJacks	
  



Internet	
  of	
  Things	
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Everything	
  is	
  Connected	
  



Sophis2cated	
  
AJacks	
  

Complex	
  
Heterogeneous	
  
Infrastructure	
  

Informa2on	
  
Explosion	
  

Increased	
  
Cost	
  of	
  
Incidents	
  

Cyber	
  Security	
  Challenge	
  

Limited	
  Skills	
  
and	
  Exper2se	
  



Risk-­‐based	
  approach	
  
to	
  iden2fy	
  and	
  
protect	
  the	
  most	
  
important	
  assets	
  

Minimize	
  the	
  
impact	
  of	
  a	
  
cybersecurity	
  

event	
  
	
  

Respond	
  	
  and	
  
recover	
  quickly	
  

	
  

Keep	
  the	
  bad	
  
guys	
  out	
  

	
  

Need	
  for	
  unified	
  security	
  to	
  
protect	
  informaLon	
  from	
  the	
  

most	
  advanced	
  threats	
  	
  



What	
  Can	
  We	
  Do	
  As	
  A	
  Community	
  	
  
To	
  Win	
  Against	
  Cyber	
  Criminals?	
  

	
  Public/Private	
  
	
  Collabora2on	
  

Security	
  
Intelligence	
  

	
  Educa2on	
  
Programs	
  



Thank	
  you!	
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