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Which of These Have Been Used in a Cyber Attack?
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Security Threat Landscape
A Fundamental Shift...

Hacking . - i
Cyber Crime Al 3§
Cyber Espionage |

Cyber Warfare

@ Symantec.




Surge in Targeted Attacks and APTs

Identities Exposed

Targeted Attacks Up In Past Year

42%

More than the Entire
Population of
Germany

According to the
Symantec ISTR
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Critical mfrastructure u,pbl&r threat

2000: Gazprom, the largest extractor of natural gas was
successfully attacked using a Trojan to gain access to the control
for the gas pipelines.

® 2003: A marine terminal in Venezuela was targeted by a sabotage

attack through access to the SCADA network of the oil tanker
loading machinery and overwriting the programmable logic
controllers (PLCs) with an empty program module.

2010: Disruption of the Iranian nuclear program believed to be a
uranium enrichment facility by the Stuxnet worm.

Stuxnet




Data Center: The Real Target

“ ... More often endpoints /
user devices simply provide

0 an initial “foothold” into the
organization, from which the
97 A) ization, f hich th

intruder stages the rest of

stolen data is from their attack.

servers
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Information Technology
Sharing Adoption . Funded
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Specialization of Skill In The Attack Chain

Reconnaissance: Know your Targets

Incursion: Gain Access

Discovery: Create a Map to the Asset >

Capture: Take Control of the Asset™ —> e

Exfiltration: Steal or Destroy Asset >

@ Symantec.




Digitalization













Expanding boundaries create risk everywhere

Remote Offices/
- Workers
Hackers
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.. Mobile Devices
Authentication
& Encryption

a

G . Malicious &
Well-meaning

Virtualization Users
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A
Cyber

Threats

Advance!gersistent

Compliance Attacks
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Internet of Things

{




Sophisticated : Limited Skills :  Complex : Increased : Information
Attacks : and Expertise : Heterogeneous : Cost of :  Explosion
: : Infrastructure : Incidents

Cyber Security Challenge
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Risk-based approach Keep the bad Minimize the Respond and
to identify and : guysout : impactofa : recover quickly
protect the most : cybersecurity :
important assets event




" ihat Can We Do As A H%%%
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Public/Private Security Education
Collaboration : Intelligence i Programs
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Thank you!

Shantanu_Ghosh@Symantec.com
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